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1  Scope 


1.1  Identification 


Project  Name 
System  Name 
System  Abbreviation 
System  Version  Number 
Project  Office 
Project  Manager 

Project  Sponsor 

System  Users 
System  Developer 
Supporting  Agencies 


Protection  and  Response  Information  System 
Protection  and  Response  Information  System 
PRIS 
1.00 

Land  &  Resources  Project  Office  (L&RPO),  WO-330D 

Leslie  Cone,  Project  Manager  of  Land  &  Resources  Project 
Office,  WO-330D 

Thomas  Lonnie,  Assistant  Director,  Minerals,  Realty  and 
Resource  Protection,  WO-300 

Bureau-wide 

Land  &  Resources  Project  Office  (L&RPO),  WO-330D 
Non-Applicable 


1.2  System  Overview 

The  Protection  and  Response  Group  (P&RG)  responsibilities  touch  on  and  support  many 
established  BLM  program  areas,  and  are  not  in  and  of  themselves  formal  BLM  programs.  For 
example,  the  P&RG  plays  a  proactive  policy  role  in  hazard  and  risk  management,  emergency 
preparedness,  facility  construction  and  management,  hazardous  materials  response,  and  cleanup 
of  abandoned  mine  sites,  all  of  which  can  have  an  impact  on  other  Bureau  programs  and  land 
management  initiatives. 

As  part  of  the  Assistant  Directorate  for  Minerals,  Realty  and  Resource  Protection,  the  P&RG 
performs  quality  control,  manages  program  data  on  the  national  level,  establishes  national 
program  priorities,  and  monitors  and  reports  on  program  expenditures  and  accomplishments  in 
the  field  related  to  the  menu  topics  on  this  page. 

PRIS  is  designed  to  provide  information  and  tools  to  assist  the  P&RG  staff,  their  State  Office 
counterparts  and  field  managers  and  staff  in  carrying  out  these  responsibilities.  PRIS  includes  the 
following  modules:  Abandoned  Mines  and  Site  Cleanup. 


1.2.1  Abandoned  Mines  Module 

The  Abandoned  Mines  Module  (AMM)  principal  purpose  is  to  support  BLM’s  Abandoned  Mine 
Land  (AML)  Cleanup  and  related  programs.  This  application  is  the  successor  to  BLM’s 
Abandoned  Mine  Land  Inventory  System  (AMLIS),  a  database  developed  to  consolidate  and 
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house  the  information  compiled  by  the  BLM  and  its  State  government  counterparts  from  initial 
inventory  efforts  in  the  mid-1990’s. 

The  application  will  store  and  report  information  about  inactive  and  abandoned  mine  sites. 
Although  the  AML  Cleanup  Program's  current  focus  is  on  hard  rock  mine  sites  affecting 
watersheds,  any  type  of  AML  site  can  be  entered  into  the  system.  Each  record  comprises  a  site 
located  on  or  potentially  affecting  BLM-managed  surface.  A  complete  record  contains: 

•  Site  identification  and  location 

•  Site  features  and  risks  (e.g.,  safety  and  environmental) 

•  Potential  hazardous  materials 

•  Reclamation  conditions  and  status 

•  Project  information  and  status 

The  data  quality  of  AMLIS  records  varies  widely,  and  significant  data  cleanup  is  needed. 

The  application  supports  program  and  project  management  at  all  levels  of  the  Bureau,  including: 

•  Setting  cleanup  priorities 

•  Identifying  future  inventory  and  field  validation  needs  and  targeting  those  efforts 

•  Identifying  sites  scheduled  for  cleanup  funding 

•  Justifying  bureau  wide  budget  requests  and  State/Field  Office  resource  needs 

•  Reporting  site  and  project  cleanup  status 

•  Reporting  accomplishments  (summary  statistics  and  site-specific  details) 

•  Supporting  information  needs  of  other  BLM  programs,  including: 

o  Hazardous  Materials  Management 
o  Land  Use  Planning 
o  Water  and  water  quality  restoration 
o  Recreation 
o  Cultural  Resources 
o  Solid  Minerals 

•  Identifying  future  monitoring  and  maintenance  needs. 

•  Supporting  partnership  efforts  with  other  government  agencies  and  private  landowners. 

•  Responding  to  information  requests  from  the  public. 

Internal  application  users  are  at  all  levels  of  the  Bureau,  with  Field  and  State  Office  users 
primarily  responsible  for  data  entry. 
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1.2.2  Site  Cleanup  Module 

The  Site  Cleanup  Module  (SCM),  formerly  known  as  the  Site  Cleanup  System  (SCS),  provides 
decision-makers,  managers,  and  staff  with  information  about  the  bureau’s  program  to  clean-up 
contaminated  sites  on  land  it  manages.  It  incorporates  the  information  needs  of  national,  state 
and  field  personnel  to  track  activities  and  status  of  individual  sites.  It  also  provides  managers 
and  leaders  with  composite  information  that  helps  them  evaluate  the  effectiveness  of  the  overall 
cleanup  effort. 

The  SCM’s  goal  is  to  implement  a  standard  Bureau- wide  application.  SCM  will  provide 
consistent  and  cost  effective  inventory  system  for  all  Bureau  site  cleanups  to: 

•  Assist  the  user  with  day-to-day  maintenance  and  operations 

•  Provide  current  information  to  make  management  decisions 

•  Meet  legislative  and  regulatory  requirements 

13  Document  Overview 

This  Implementation  Plan  (IP)  describes  the  overall  plan  for  deploying  the  application. 


2  Referenced  Documents 


The  Implementation  Plan  references  the  following  documents: 


2.1  Government  Documents 

Title 

Asset  Valuation  Guide 
Computer  System  Operator’s  Manual 

Configuration  Management  Plan 
Data  Management  Plan 

FQTS  Descriptions  and  Scripts 

Implementation  Plan 

Interface  Requirements  Specification 

Official  Agency  Record  Designation 
Document 

Privacy  Impact  Assessment 

Project  Change  Management  Board  Charter 


Document  Number 

PRIS_XXX_A  V  G_D  V 1 .00_(2004- 1 0-0 1 ) 
AMM  In  progress 

SCS-XXX-CSOM-DV 1 .00-420-10/08/03 
PRIS_XXX_CMP_DV  1 .00_(2004-06-02) 
AMM  In  progress 

MAX-HAZ-DMP-V 1 ,00-034_ 1  -040 1 2002 
PRIS_AMM_FQTS_DV1 . 00.(2004-09-08) 
SCS-XXX-FQTS-DV1 .01-520. 1-09/1 8/2003 
PRIS_AMM_IP_D  V 1 ,00_(2004- 10-01) 
SCS-XXX-IP-DV1 .00-630-08/05/03 
BASS2-XXX-IRS-DV1 .00-240-08/2 1/02 
PRIS_XXX_OARDD_DV  1 ,00_(2004-07-20) 

PRIS_XXX_PIA_D  V 1 ,00_(2004-07- 1 9) 
PRIS_XXX_PCMBC_DV1 .00.(2004-07-23) 
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Title 

Plan  of  Actions  &  Milestones 
Quality  Assurance  Plan 
Requirements  Traceability  Matrix 

Risk  Assessment  Report 
Software  Development  Plan 
Software  Requirements  Specifications 
Software  Security  Plan 
Software  Test  Plan 

Software  Test  Report 

Software  Users  Guide 

System  Design  Document 
Training  Plan 

Version  Description  Document 


Document  Number 

PRIS_XXX_POAM_DV  1 .00.(2004-07- 19) 
PRIS_XXX_QAP_DV  1 .00_(2004-07-06) 
PRIS_AMM_RTM_D  V 1 .00_(2004-06- 1 0) 

S  CS-XXX-RTM-D  V  1.01-310.1-10/1 4/03 
PRIS_XXX_RAR_DV1 .00.(2004-06-29) 
SCS-XXX-SDP-DV1. 00-260-10/01/03 
PRIS_XXX_SRS_DV  1 .00.(2004-07-06) 
PRIS_XXX_SSP_DV1.00_(2004-10-01) 
PRIS_AMM_STP_DV 1 .00.(2004-06-03 ) 
SCS-XXX-STP-DV1 .00-530-7/29/03 
AMM  In  progress 

SCS-XXX-STR-D  VI. 00-520-09/26/2003 
AMM  In  progress 

SCS_XXX_SUG_D  V 1 .0 1_4 1 0.(2004-06-07) 
SCS-XXX-SDD-DV1. 00-310-10/01/03 
PRIS.XXX_TP.DV 1 .00.(2004-06-0 1 ) 

AMM  In  progress 

SCS-XXX-VDD-DV1 .00-620-09/30/03 


2.2  Government  Information  Bulletin,  Information  Memorandum,  Policy 
Manuals,  and  Policy  Guides 

Title  Document  Number 

Abandoned  Mine  Lands  Program  Process  Redesign  No  date  or  version  number 

BLM  Abandoned  /  Inactive  Mine  Land  Inventory  Field  03/95 

Checklist 


CERCLA  Response  Actions  Handbook  H- 1703-3 

Electronic  Records  Administration  H-1270-1 


External  Access  to  BLM  Information 


Manual  1278 


IB  99-178  Environmental  Cleanup  Opportunities  and  July  2,  1999 

Implementation  of  CERCLA  Authorities 

EM  98-1 14  Abandoned  Mine  Land  Management,  Budget  May  22  1998 
(Protection  and  Response,  Solid  Minerals,  Water  Quality 
Management,  Budget ) 
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Title  Document  Number 

IM  99-159  Abandoned  Mine  Land  Inventory  System  July  30,  1999 

IM  2000-0 1 2  Policy  for  Funding  and  Assessment  of  October  27 , 1 999 

Abandoned  Mine  Land  Water  Quality  Restoration  Projects 

IM  2000-166  Enhanced  Program  Planning  for  the  July  28,  2000 

Abandoned  Mine  Land  and  Hazardous  Material  Cleanup 

Programs 

IM  2000-182  Mitigating  and  radiating  Physical  Safety  August  24,  2000 

Hazards  at  Abandoned  Mine  Land  Sites 


IM  2002-064  Policy  on  the  Use  of  Strong  Passwords 

IM  2002-116  Budgeting  Process  for  fiscal  Years  (FY  2004 
and  2005  Using  the  Budget  Planning  System  (BPS) 

IM  2004-016  Fiscal  Year  2005  Project  Nominations  for  the 
Special  Cleanup  Fund  (SCF) 

Vital  Records 
BLM  CM  Handbook 


January  7,  2002 
August  5,  2003 

October  16,  2003 

Manual  1273 


BLM  CM  Manual 


IEEE  Standard  Glossary  of  software  Engineering 
Terminology 

IEEE  Standard  Glossary  of  software  Engineering 
Terminology 

IEEE  Guide  for  Software  Configuration  Management, 
IEEE  Standard  for  Quality  Assurance  Plans, 


IEEE  Std  610.12-1990 

IEEE  Std  610.12-1990 

IEEE  Std  1042-1987  (reaff) 
1993) 

IEEE  Std  730-1998 


IM  2002-64,  Policy  on  the  Use  of  Strong  Passwords  January  7,  2002 


3  Implementation  Strategy 


3.1  Implementation  Phases 

Application  deployment  activities  are  detailed  in  the  following  sections. 

3.1.1  Data  Conversion 

Data  from  the  old  AMLIS  system  residing  at  the  Office  of  Surface  Management  (OSM)  will  be 
converted.  Data  conversion  specifications  were  created  and  reviewed  with  the  WO-360  office. 
The  data  conversion  programs  will  convert  the  data  that  is  valid.  Any  record(s)  not  meeting 
current  standards  will  be  listed  as  an  error.  The  error  listings  will  be  provided  to  the  state/field 
offices  for  corrections.  The  final  data  conversion  will  be  September  30,  2004. 
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3.1.2  Installation 

The  application  and  database  are  centrally  located  at  the  National  Computer  Operations  Center  in 
the  Denver  Federal  Center  and  maintained  by  L&RPO  personnel.  The  Version  Description 
Document  (VDD)  details  the  software  installation  procedures,  applications,  and  version  numbers 
as  installed.  Assuming  a  successful  Final  Qualification  Test  (FQT),  AMM  will  be  deployed  on 
October  15,  2004. 

3.13  Configuration  Management 

Once  accepted,  all  software  and  documentation  for  AMM  will  be  baselined  and  placed  under 
configuration  management.  More  details  can  be  found  in  the  AMM  Configuration  Management 
Plan  and  the  AMM  Project  Change  Management  Board  (PCMB)  Charter. 

3.1.4  User  Training 

The  state  leads  will  receive  training  first.  The  state  leads  will  then  be  responsible  for  training 
their  field  offices.  The  Software  Users  Guide  (SUG)  will  be  available  for  user  training.  The 
training  will  be  conducted  online.  The  SUG  has  been  prepared  as  a  training  tool  for  all  users  of 
the  application  and  will  be  available  on  the  eLearning  web  site  at 
http://web.lrpo.blm.gov/eLeaming/.  Online  training  will  be  available  October  15,  2004. 

3.13  User  Support 

The  application  Website  will  maintain  information  useful  to  the  user  community,  including: 
general  instructions,  Software  Users  Guide,  and  project  documentation.  The  National  Help  Desk 
has  been  established  to  handle  questions  and  problems.  Problems  will  be  logged  into  the  AMM 
Remedy  problem-reporting  database. 

3.1.6  Transition 

The  database  will  be  loaded  with  initial  values  for  office,  codes  and  descriptions.  Following  a 
successful  FQT  October  12  -  14,  2004,  the  application  will  be  deployed  and  become  operational. 

3.1.7  Deployment 

The  application  deployment  is  scheduled  for  October  15,  2004. 

3.2  Change  Management  Review 

A  Project  Change  Management  Board  (PCMB)  will  be  established  after  deployment.  The  PCMB 
will  be  responsible  for  approving  software  change  requests.  The  PCMB  will  solicit,  evaluate, 
approve/reject,  and  prioritize  all  proposed  changes  to  the  application  development  efforts.  All 
change  requests  will  be  handled  on  a  case-by-case  basis  through  the  PCMB. 

33  Systems  Administration  Review 

The  Version  Description  Document  (VDD),  containing  instructions  for  installation  and 
configuration,  will  be  available  through  the  National  Configuration  Management  (NCM)  website 
after  deployment.  User  permissions  are  described  in  the  Software  User’s  Guide.  (See  the  VDD 
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for  information  on  web  browsers.  Refer  to  Section  1 1  (User  Access)  of  this  document  for  user 
login  requirements  and  procedures). 

The  following  figures  describe  the  software,  hardware  and  network  configurations  for  the  project. 
Figure  1  represents  the  application  architecture. 


Log-on  Requirements 


Since  AMM  is  a  Bureau-wide  application,  the  system  security  will  adhere  to  the  requirements 
identified  in  this  section. 

4.1  Strong  Password  Requirement 

All  users  must  have  a  valid  BLM  Application  Security  System  Version  2  (BASS2)  user  ID  and 
strong  password  to  enter  the  BLM  network  and  its  applications.  See  WO  IM  2002-064  for  policy 
and  use  of  strong  passwords.  For  additional  information  on  BASS2,  see  BASS2  User’s  Guide 
Version  1.00. 

4.2  System  Requirements 

•  All  users  must  have  a  unique  user  ID  and  password  set-up  in  the  application  and  BASS2. 

•  Individual  users  may  have  data  restrictions  appropriate  to  their  responsibility  within  the 
application  access  privileges. 


Testing 


The  Software  Test  Plan  (STP)  identifies  the  software  test  environment  and  resources  required  for 
testing.  It  describes  the  test  approach,  identifies  the  test  cases,  and  provides  the  schedule  for  the 
application  and  functionality  testing.  The  following  sections  summarize  the  application  and 
functional  testing  procedures  from  the  STP. 

5.1  Test  Classes 

The  Verification  and  Validation  test  is  identified  in  the  STP.  Verification  testing  substantiates  the 
robustness  of  the  application  and  ensures  that  the  user  requirements  have  been  met. 

•  Verification  test  procedures  include  checks  for  correct,  maximum,  and  minimum  values 
where  applicable.  Each  display  (screen  or  report)  is  deemed  readable  and  correct. 

•  For  validation  testing,  displayed  data  (screen  and  report)  must  match  data  in  the  database 
and  that  all  calculated  data  is  both  accurate  and  displayed  properly  on  the  screens  and 
reports. 

Hardware  and  environmental  testing  requirements  are  as  follows: 

•  All  client  tests  will  be  conducted  in  a  Web  environment  (logged-in  to  the  BLM  Intranet) 
using  Microsoft  Windows  operation  environment  and  Internet  Explorer  version  6.0  «r 
higher  web-browser.  Tests  are  executed  on  the  Sun  Fire  15000  with  Solaris  Operating 
System  Version  8  hosting  the  Informix  database  communicating  with  the  Apache  Server 
for  both  the  applications  and  Brio  reports. 
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5.2  Test  Progression 

Application  testing  will  progress  as  follows: 

•  First,  hardware  and  environment  testing  must  be  completed.  Tests  are  to  assure  proper 
hardware  configuration  and  network  access  to  the  server(s)  and  the  applications.  Tests 
will  also  validate  enforcement  of  client  network  log-on  and  access  security. 

•  Next,  the  Verification  Test  is  executed  to  verify  that  the  application  works. 

•  Last,  the  Validation  Test  compares  data  in  the  application  displays  and  reports  with  data 
in  the  database. 

•  Functionality  testing. 

53  Data  Recording,  Reduction,  and  Analysis 

During  testing,  the  application  reports  will  be  created.  These  reports  are  stored  online  and  printed 
for  analysis  against  the  database.  Following  test  execution  and  report  analysis,  the  Test  Manager 
will  analyze  the  test  results.  A  formal  Software  Test  Report  (STR)  is  created  that  reviews  the  test 
procedures  and  test  results;  identifies  problems,  and  notes  anomalies. 

Test  verification  uses  the  following  qualification  methods: 


Demonstration 

Observable  functional  system  operation 

Inspection 

Visual  examination  of  system  code  and  documentation 

Analysis 

Interpretation/extrapolation  of  system  test  data  and  results 

5.4  Planned  Tests 

A  description  of  each  of  the  planned  tests  can  be  found  in  the  STP  and  the  FQT  Scripts. 

5.5  Test  Results 

See  the  STR  for  details  on  the  test  results. 


6  Training 


6.1  Training  Schedule 

The  state  leads  will  attend  training  at  the  L&RPO  training  center,  November  1-5,  2004.  The  state 
leads  will  train  the  users  within  their  state,  the  following  week.  For  those  who  cannot  attend 
training  there  will  be  online  training  material.  Each  user  will  be  able  to  access  the  training  web 
site. 

6.2  User  Guide 

The  Software  User’s  Guide  has  been  developed  and  contains  both  business  rules  and  procedures 
for  the  application  operating  procedures. 
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63  Technical  Training 

No  technical  training  is  anticipated.  The  application,  report  server,  and  database  will  be  centrally 
located  at  the  National  Computer  Operations  Center  in  the  Denver  Federal  Center.  The  Land  and 
Resources  Project  Office  and  NIRMC  will  maintain  the  applications  and  server  environment. 
User  Guide/Training  Manual  will  be  available  on  the  following  web  site  at: 
http://web.lrpo.blm.gov/eLeaming 


Data 


The  AMM  database  will  contain  the  following  preloaded  data:  user  ids,  initial  password,  office 
code,  office  parameters,  data  element  codes,  data  element  textual  descriptions. 

7.1  Data  F reeze  Dates  and  Deployment 

The  users  can  enter  data  in  the  AMLIS  system  until  close  of  business  September  30,  2004.  On 
October  1,  2004  the  data  will  be  frozen. 

7.2  Data  Cleanup 

L&RPO  will  make  the  error  reports  from  data  conversion  available  to  the  field  offices.  The  first 
error  listing  will  be  done  on  August  13,  2004.  A  new  report  will  be  produce  weekly. 

73  Data  Standards 

Data  standards  will  continue  in  effect  for  AMM.  If  changes  are  identified  (e.g.  an  application 
requirement  or  modification  of  data  element),  the  standards  will  be  modified  as  necessary. 
Proposed  changes  will  be  submitted  and  approved  by  the  AMM  PCMB  change  process. 

7.4  Random  Sampling 

No  random  sampling  of  the  data  is  scheduled. 

7.5  Data  Validation 

Data  conversion  will  be  validated  during  FQT  and  training,  live  data  will  be  used. 

7.6  Data  Entry  Backlog 

Data  export  and  import  functionally  will  reduce  any  data  entry  backlog.  Feature  data  was  not 
captured  in  the  old  AMLIS  system  but  the  field  has  indicated  that  they  have  in  spreadsheets  and 
databases.  The  import  function  will  edit  the  external  data  before  inserting  the  information. 
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8  Technical  and  Help  Desk  Support  Services 


8.1  Overview  of  the  Support  Services 

There  are  three  layers  of  technical  service  provided  in  support  of  the  application.  Each  layer 
supports  specific  types  of  problems  and  works  together  in  a  hierarchical  arrangement.  The  first 
level  of  support  is  provided  by  local  AMM  leads  for  each  State.  The  second  level  is  from  the 
National  Help  Desk  and  the  third  from  the  L&RPO  Help  Desk.  This  section  explains  the 
responsibilities  of  each  Help  Desk,  guidelines  for  which  Help  Desk  to  call  for  which  type  of 
problem,  and  Contact  Tables  listing  names  to  call. 

8.2  Application  and  Administration  Support 

The  L&RPO  will  be  responsible  for  addressing  the  application  software  issues  and  are  the  first 
line  of  support  for  business-related  problems. 

S3  Computer  Hardware  Support 

Technical  problems  relating  to  the  computer  workstation  or  inability  to  connect  to  the 
application,  a  website,  etc.,  should  be  addressed  to  the  local  Information  Resources  Management 
Help  Desk.  If  the  local  Help  Desk  needs  additional  support  or  clarification,  they  can  contact  the 
National  Help  Desk,  which  provides  coverage  from  6:00  a.m.  to  6:00  p.m.,  MST,  Monday 
through  Friday. 


NATIONAL  HELP  DESK 

National  Help  Desk 

|  1-800-BLM-HELP 

The  National  Help  Desk  addresses  hardware  problems,  which  can  include  difficulties  with 
servers  and  network  hardware  such  as  routers.  The  National  Help  Desk  also  addresses  software 
problems  such  as  the  operating  system,  plug-ins,  and  browsers. 


National  Help  Desk  service  policies: 

•  National  Help  Desk  teams  will  use  pagers,  call  forwarding,  and  Email  to  ensure  that  all 
calls  are  handled  promptly. 

•  National  Help  Desk  will  notify  users  of  problem  receipt  by  automated  Email  from 
Remedy. 

•  National  Help  Desk  will  hold  weekly  meetings  on  ticket  progress  to  include  telephone, 
SAV,  HAV,  business,  and  Remedy  personnel. 

•  The  National  Help  Desk  will  maintain  metrics  on  problems  reported;  problems  solved 
status  of  solutions  in  process,  etc.  These  will  be  reported  to  the  AMM  Project  Manager 
and  may  be  made  available  to  States  upon  request. 
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8.4  L&RPO  Help  Desk  Support 

L&RPO  Help  Desk  personnel  and  their  phone  numbers  are  listed  below.  They  are  also  available 
for  AMM  application-specific  problems. 


L&RPO  HELP  DESK  STAFF 

Staff 

Phone  Number 

Cheryl  Laudenbach 

(303)  236-1955 

8.5  Problem  Submission  Information  Requirements 


Information  that  must  be  included  to  submit  problems  via  email  to  any  of  the  Help  Desks: 

User-id,  Office  Code,  State,  Phone  Number  (with  area  code),  Name  (first  and  last),  Alternate 
Contact,  Alternate  Phone  Number,  Problem  Class  (hardware,  software,  business,  combination). 
Problem  Details. 


HELP  DESK  WEB  SITES 

National  Help  Desk 

httD://web.blm.2ov/nirmc/helDdesk/ 

REMEDY  Ticket 

httD://sc0323.  sc.blm.gov/ars/cgi-bin/arweb 

9  Records 


The  application  database  will  contain  official  BLM  records.  Verification  of  the  application 
during  FQT  will  have  migrated  data  meeting  AMM  data  standards.  Discrepancies  are  identified 
and  corrections  will  be  made  to  assure  data  quality.  See  Official  Agency  Records  Designation 
Document  (OARDD)  for  additional  information. 

9.1  Public  Access 

The  public  will  not  have  access  to  the  application.  The  application  is  only  accessible  through  the 
BLM  Intranet. 


10  Security 


10.1  Security  Plan 

A  System  Security  Plan  has  been  developed  for  the  application  and  can  be  found  in  the  L&RPO 
Project  Library. 

10.2  Certification  and  Accreditation  (C&A) 

A  Security  Test  and  Evaluation  (ST&E)  will  be  performed  the  week  of  October  12,  2004.  All 
high  risks  will  be  mitigated  prior  to  deployment.  All  other  risks  will  be  placed  in  the  PRIS  Plan 
of  Actions  &  Milestones  (POAM). 
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11  User  Access 


All  access  to  the  application  is  controlled  by  the  BLM  Application  Security  System  Version  2 
(BASS2).  BASS2  utilizes  strong  password  log-on  protection  and  user  ID  verification  to  grant 
access  and  privileges  to  the  BLM  Network  and  applications  on  that  network. 

11.1  User  Restrictions 

The  application  controls  access  to  data  at  even  lower  levels  by  setting  User  Restrictions.  User 
restrictions  limit  a  user’s  access  to  data  within  the  group’s  record  access  privileges.  The  user 
restrictions  are  limits  placed  on  the  individual  users  in  the  group  and  can  vary  for  each  user.  The 
user  restrictions  set  the  user’s  profile  that  determines  privileges  the  user  has  within  the  group’s 
access  privileges. 


12  Business  Practices 


12.1  Hours  of  Operation 

The  application  is  available  to  the  user  7  days  a  week  during  working  hours  of  4:00  AM  to  9:00 
PM  MST  daily.  Technical  support  will  be  provided  during  working  hours  of  7:00  AM  to  6:00 
PM  MST  daily  Monday  through  Friday,  except  holidays.  The  application  will  not  be  available 
during  normal  scheduled  maintenance  periods,  or  for  unscheduled  system  maintenance  issues. 


13  Project  Management 


13.1  Application  Ownership  and  Management  Review 

The  application  System  Owner  is  Thomas  Lonnie,  Assistant  Director,  Minerals,  Realty,  and 
Resource  Protection,  WO-300.  The  application  Project  is  managed  by  Leslie  Cone,  Project 
Manager,  L&RPO,  WO-330D.  The  AMM  Business  Manger  is  Luis  Coppa,  Acting  Group 
Manager,  WO-360. 
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United  States  Department  of  the  Interior 

BUREAU  OF  LAND  MANAGEMENT 

WASHINGTON,  DC  20240 


Take  Pride’ 
in^M  erica 


October  14,  2004 


In  Reply  Refer  To: 
1703  (WO-330D)  I 


EMS  TRANSMISSION  10/29/2004 
Instruction  Memorandum  No.  200-  5-013 
Expires:  09/30/200  6 


To:  AFO’s  and  AD’s 

From:  Assistant  Director,  Minerals,  Realty,  and  Resource  Protection 

Subject:  Implementation  of  Abandoned  Mines  Module  of  the  Protection  and  Response 
Information  System 


w 


Program  Area:  Abandoned  Mines  Program 

Purpose:  This  instruction  memorandum  (IM)  provides  information  and  guidance  regarding  the 
implementation  of  the  Abandoned  Mines  Module  (AMM)  of  the  Protection  and  Response 
Information  System  (PRIS).  AMM  will  be  deployed  on  October  15,  2004. 

Policy/Action:  The  application  was  designed  to  manage  the  Bureau’s  Abandoned  Mine  data  and 
reporting.  AMM  will  be  located  on  centralized  hardware  at  NIRMC,  National  Computer 
Operations  Center  in  the  Denver  Federal  Center.  The  system  is  accessed  on-line  (BLM  Intranet) 
using  the  web  browser  Microsoft  Internet  Explorer  version  6.0  or  later.  The  application  provides 
needed  functionality  for  improvements  of  business  processes  within  BLM,  such  as  the  tracking 
of  abandoned  mines,  and  the  ability  to  track  actual  and  expected  expenditures. 

1.  Intranet  Address:  The  application  will  be  accessed  from  the  BLM  Application  Security 
System  Version  2  (BASS2).  The  Intranet  address  is: 

http://web.bass.blm.gov/bass2 

2.  User  Permissions  Logons:  The  application  is  only  accessible  by  the  Washington  Office, 
State  Offices  and  Field  Office  personnel  working  in  the  Abandoned  Mines  program. 

Users  must  have  a  BASS2  User  ID  and  Password,  which  also  serve  as  their  application 
user  logon.  Use  form  1260-12  to  request  AMM  permissions.  Completed  forms  are  to  be 
faxed  to  the  Land  and  Resources  Project  Office  (WO330-D)  (303)  236-6691. 

Point  of  Contact:  Leslie  Cone,  (303)  236-0815. 
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3.  Help  Desk:  A  National  Help  Desk  has  been  established  to  respond  to  both  technical  and 
functional  issues/problems.  This  Help  Desk  is  located  at  NIRMC. 

Point  of  Contact:  Kat  Rader,  (303)  236-8936. 

L&RPO  Help  Desk  Contact:  Cheryl  Laudenbach  (303)  236-1955. 

4.  Training:  A  User  Guide  has  been  prepared  for  all  users  of  the  system  and  will  be 
available  on  the  eLearning  web  site  at:  http://web.lrpo.blm.gov/eLeaming 

Point  of  Contact:  Leslie  Cone,  (303)  236-0815. 

Timeframe:  AMM  deployment  date  is  October  15,  2004. 

Budget  Impact:  None. 

Background:  AMM  will  automate  national  reporting  functions  for  abandoned  mines  as  well  as 
provide  an  inventory  and  tracking  system  for  state  and  field  offices  to  better  organize  hazardous 
material  cleanups.  AMM  was  developed  by  a  team  of  field  office,  state  office,  Washington 
Office,  and  National  Center  staff. 

Manual/Handbook  Sections  Affected:  None.  Changes  in  business  processes  will  be  reflected 
in  updated  manual  sections  as  appropriate. 

Coordination:  Protection  &  Response  Group  WO-360,  Land  and  Resources  Project  Office 
WO-330D  (L&RPO) 

Contact:  Additional  information  regarding  the  deployment  of  AMM  will  be  made  available  on 
an  ongoing  basis.  If  you  have  any  questions  about  any  of  the  information  above,  please  contact 
Leslie  Cone,  L&RPO  Project  Manager,  (303)  236-0815. 

/s/  Bob  Anderson 

Acting  Assistant  Director 

Minerals,  Realty  and  Resource  Protection 


2  Attachments 

1  -  BLM  Form  1260-12  Software  Application  Permission  Request  (2  pp) 

2  -  Abandoned  Mines  Module  Implementation  Plan  (18  pp) 


Fonn  1260-12 
(Oct  2003) 


United  States 
Department  of  the  Interior 
Bureau  of  Land  Management 

Land  and  Resources  Project  Office 
Software  Applications  Permission  Request 


Route  Form  To: 

1.  Supervisor/Task  Manager 

2.  Local  Information  Technology 

Security  Manager  (ITSM) 

3.  State  Application/Program  Rep. 

4.  Fax  completed  form  to  L&RPO  al 

303-236-6691. 


USER  INFORMATION 

Print  Name  (First  Ml  Last): 

□Government  Employee  □Contractor:  Company: 

Print  Lotus  Notes  email  short  name  (e.a.  Jane  Smith  =  ismith  or  |1  smith) 

Org./Office  Code:  TeleDhone  No.  :  Fax  No.: 

1  have  read  and  signed  Form  1264-3,  Individual  Computer  User's  Statement  of  Responsibility  for  the  General  Rules  and  Guidelines 
Governing  the  Use  of  BLM  Computer  Systems.  My  Form  1264-3  is  on  file  with  the  State/Center  IT  Security  Manager. 

Signature:  Date: 

LOGIN  ACCESS  DETAIL 

BLM  Application  Security  System  (BASS)  and  System  Application  Permissions: 

Application  Name  (e.g.  RAS.  LR2000/CR.  AFMSS)  Permissions  (Write.  Read,  Query.  Owner  etc) 

□  Add  User  Account 

Abandoned  Mines  Module 

□  Modify  User  Account  Effective  Date: 

□  Remove  User  Account  □  Remove  from  All  Accounts  Effective  Date: 

SIGNATURES 

BLM  Supervisor/Task  Mgr:  Date- 

‘Local  ITSM:  Date- 

State  Application/Program  Rep:  Date: 

’Send  original  signed  copy  of  the  Login  Access  Request  form  (Form  1 260-1 2)  to  the  State/Center  IT  Security  Manager. 

ACTIONS  TAKEN  (L&RPO  IJrr  Onlv) 

□  Login-ID  Created/Deleted  □  Permissions  Granted  □  Other  (explain  below) 

Comments: 

BASS/Application  Permissions  Admin  Date: 

Instructions  for  filling  out  Form  1260-12 


piJser  Information  section 

Fill  in  your  first  name,  middle  initial  and  last  name. 

Check  the  box  for  either  Government  Employee  or  Contractor.  If  Contractor  is  checked  enter  your 
company  name. 

Enter  your  Lotus  Notes  email  short  name/user  ID.  To  find  your  Lotus  Notes  short  name  go  into  the 
BLM  address  book,  find  your  name  and  double  click  on  your  name,  and  look  under  short 
name/user  ID. 

Enter  your  Org./Office  Code:  To  find  your  Org./Office  Code  go  into  the  BLM  address  book,  find  your 
name  and  double  click  on  your  name,  click  on  the  Work/Home  tab,  look  for  Department  under 
the  Home  tab  for  your  Org./Office  Code. 

Enter  your  Telephone  No.  and  Fax  No.  These  can  also  be  found  in  the  BLM  address  book  under  the 
Work/Home  tab  for  your  name. 

If  you  have  read,  signed  and  submitted  Form  1264-3  to  your  IT  Security  Manager  then  sign  next  to 

signature  and  fill  in  the  date  you  sign.  If  you  haven’t  read,  signed  and  submitted  Form  1264-3, 
then  go  to  your  State/Center  IT  Security  Manager  and  do  so  before  signing  this  form. 

Login  Access  Detail 

If  you  need  to  add  a  user  account  to  the  BLM  Application  Security  System  (BASS),  check  the  Add  User 
Account  box. 

If  you  need  to  have  a  user  account  modified,  check  the  Modify  User  Account  checkbox.  If  there  is  a 
specific  effective  date  that  you  need,  fill  in  the  effective  date.  List  the  specific  software 
applications  that  you  need  to  have  modified  in  the  first  column  and  the  specific  level  of 
permissions  for  each  application  in  the  right  column. 

If  you  need  to  remove  a  user  from  access  to  software  applications  check  the  Remove  User  Account 
^  check  box.  If  the  user  is  to  be  removed  from  all  access  to  application  software,  then  check  the 

m  Remove  from  All  Accounts  checkbox.  If  there  is  a  specific  effective  date  that  you  need,  fill  in 

the  effective  date.  List  all  software  applications  that  the  user  is  to  be  removed  from  in  the  left 
column  and  all  permissions  that  they  are  to  be  removed  from  in  the  right  column. 

Signatures 

See  the  Routing  information  on  the  top  of  the  form. 

The  BLM  Supervisor  for  Federal  employees  or  the  Task  Manager  for  contractors  must  sign  and  date  the  form 
then  route  it  to  the  Local  Information  Technology  Security  Manager. 

The  Local  Information  Technology  Security  Manager  needs  to  sign  and  date  the  form  then  route  it  to  either  the 
State  Application/Program  Representative  or  L&RPO  depending  on  the  directives  for  the  specific  system. 

The  State  Application  Representative  or  Program  manager  for  the  software  application  must  sign  the  Form.  For 
some  systems,  the  form  may  go  directly  to  L&RPO.  Please  follow  the  directives  for  your  specific  system. 

When  all  other  routing  is  complete,  fax  the  form  to  L&RPO  at  303-236-6691. 

Actions  Taken  ( L&RPO  Use  Only) 

L&RPO  Staff  will  fill  in  and  sign  this  portion  of  the  form  after  the  changes  to  access  and  permissions  have  been 
made. 
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Instructions  for  filling  out  Form  1260-12 


piJser  Information  section 

Fill  in  your  first  name,  middle  initial  and  last  name. 

Check  the  box  for  either  Government  Employee  or  Contractor.  If  Contractor  is  checked  enter  your 
company  name. 

Enter  your  Lotus  Notes  email  short  name/user  ID.  To  find  your  Lotus  Notes  short  name  go  into  the 
BLM  address  book,  find  your  name  and  double  click  on  your  name,  and  look  under  short 
name/user  ID. 

Enter  your  Org./Office  Code:  To  find  your  Org./Office  Code  go  into  the  BLM  address  book,  find  your 
name  and  double  click  on  your  name,  click  on  the  Work/Home  tab,  look  for  Department  under 
the  Home  tab  for  your  Org./Office  Code. 

Enter  your  Telephone  No.  and  Fax  No.  These  can  also  be  found  in  the  BLM  address  book  under  the 
Work/Home  tab  for  your  name. 

If  you  have  read,  signed  and  submitted  Form  1264-3  to  your  IT  Security  Manager  then  sign  next  to 

signature  and  fill  in  the  date  you  sign.  If  you  haven’t  read,  signed  and  submitted  Form  1264-3, 
then  go  to  your  State/Center  IT  Security  Manager  and  do  so  before  signing  this  form. 

Login  Access  Detail 

If  you  need  to  add  a  user  account  to  the  BLM  Application  Security  System  (BASS),  check  the  Add  User 
Account  box. 

If  you  need  to  have  a  user  account  modified,  check  the  Modify  User  Account  checkbox.  If  there  is  a 
specific  effective  date  that  you  need,  fill  in  the  effective  date.  List  the  specific  software 
applications  that  you  need  to  have  modified  in  the  first  column  and  the  specific  level  of 
permissions  for  each  application  in  the  right  column. 

If  you  need  to  remove  a  user  from  access  to  software  applications  check  the  Remove  User  Account 
^  check  box.  If  the  user  is  to  be  removed  from  all  access  to  application  software,  then  check  the 

m  Remove  from  All  Accounts  checkbox.  If  there  is  a  specific  effective  date  that  you  need,  fill  in 

the  effective  date.  List  all  software  applications  that  the  user  is  to  be  removed  from  in  the  left 
column  and  all  permissions  that  they  are  to  be  removed  from  in  the  right  column. 

Signatures 

See  the  Routing  information  on  the  top  of  the  form. 

The  BLM  Supervisor  for  Federal  employees  or  the  Task  Manager  for  contractors  must  sign  and  date  the  form 
then  route  it  to  the  Local  Information  Technology  Security  Manager. 

The  Local  Information  Technology  Security  Manager  needs  to  sign  and  date  the  form  then  route  it  to  either  the 
State  Application/Program  Representative  or  L&RPO  depending  on  the  directives  for  the  specific  system. 

The  State  Application  Representative  or  Program  manager  for  the  software  application  must  sign  the  Form.  For 
some  systems,  the  form  may  go  directly  to  L&RPO.  Please  follow  the  directives  for  your  specific  system. 

When  all  other  routing  is  complete,  fax  the  form  to  L&RPO  at  303-236-6691. 

Actions  Taken  ( L&RPO  Use  Only) 

L&RPO  Staff  will  fill  in  and  sign  this  portion  of  the  form  after  the  changes  to  access  and  permissions  have  been 
made. 


